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DIGITAL SIGNATURE CERTIFICATE:
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All the vendors are required to obtain a legally valid CLASS-III DIGITAL SIGNATURE CERTIFICATE
to participate in NSPCL SRM tenders.

Visit the site of the Iicensed Certifying Authori
for making payment and submission of documents required for issue of the Digital Certificate.

Links to the sites of some licensed CAs are provided below :

https://www.e-mudhra.com/
https://www.ncodesolutions.com/
https://www.safescrypt.com/
https://www.tcs-ca.tcs.co.in/

INSTALLATION OF DIGITAL SIGNATURE:

Install the driver of the digital signature available in the pen drive/CD provided to you along with digital
signature.

CHECK YOUR DIGITAL SIGNATURE:

Open Internet Explorer-> Tools -> Internet options -> Content->Certificate

Irteret Oppions 9 R | corthates B || advanced Options &

Genra | Secrty [Prvacy | Conent | Conmectons | programs [ Advenced| ||| ntenddpurpose: <> = Certcate pupase

Faniy Safety Persana | Oer People | Intemedete Certiabon Authortes | Trsted Root Certicanor | * S I W e et e e

Q Controi the Intemet content hatcan |y Famiy Safety

@  bevewed

Certficates
Use certiicates for encrypted connections and identificaton.

Seaure Emal
Snatioen e ' == 7 Tme Stanpng
Manage - pr— u S 7| Merneoft Taet | st Senine

AutoCompiete
- Bt fomat
Sy AutoComplete stores previous entries: Settrgs
3‘ oetpses i ggestsmatches Select the default drag and drop exprt farmat when daggng 2
for you, certificate to a fie folder.
Feeds and Web Sices = E Exportfomat: | DER Encoded Brary 1503 (*.cer) -
Yindows Updse 7| Feads and Vieb Sices provide updated "
—:—G content from websites fhat can be. R— = . a ko ol
Pafomance datbord CheSpel) read n ntermet Explorer and other Certficate ntended purposes -
progas. Corcd |

Send o o Learm more about carbficates

s
g

Further click on: Advanced—>Click Check box->Server Authentication and Client Authentication->OK

TECHNICAL SETTINGS OF PC/LAPTOP:
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Open control Panel -> Program and Features —> Check whether Microsoft Visual C++ 2010 X 86

redistributable package is instal

led on your PC:

G~ » control Panel » AllControl Panelltems » Programs and Features

Control Panel Home 2
Uninstall or change a program

View installed updates

# Turn Windows features on or
off

<42 [ searcn

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize ~  Uninstall
Name : Publisher Installed On  Size Version
4 Intel® HD Graphics Driver Intel Corporation 13-06-2012 742MB 815102418
14 Intel® Management Engine Components Intel Corporation 12-06-2012 204MB 7001144
[£)Java 8 Update 60 Oracle Corporation 25-09-2015 206MB 8060027
1Max Payne 3 Rockstar Games 31-05-2012 1000
icrosoft .NET Framework 4.5.2 Microsoft Corporation 04-06-2015 388MB 4551209
213 Microsoft Office Professional Plus 2010 Microsoft Corporation 07-12-2013 14.0.7015.1000
8] Microsoft redistributable runtime DLLs V52008 SP16B6) SAP AG 03-07-2014 462MB 90
icrosoft redistributable runtime DLLs V52010 SP1 (x.. SAP 09-07-2014 103MB  100.402191
& Microsoft Silverlight Microsoft Corporation 01-02-2016 447MB 51412120
[ Microsoft SQL Server 2005 Compact Edition [ENU] Microsoft Corporation 12-06-2012 169ME  3.1.0000
£ Microsoft Visual C++ 2005 Redistributable Microsoft Corporation 26-08-2012 300KB 8061001
icrosoft Visual C++ 2005 Redistributable (64) Microsoft Corporation 12-06-2012 620KB 8059192
icrosoft Visual C++ 2005 Redistributable (64) Microsoft Corporation 26-08-2012 572KB  8.0.61000
icrosoft Visual C++ 2008 Redistributable - %64 9.03... Microsoft Corporation 12-06-2012 788KB  9.030729
icrosoft Visual C+-+ 2008 Redistributable - ¥64 9. Microsoft Corporation 26-08-2012 788KB  9.030729.6161
licrosoft Visual C++ 2008 Redistributable - 386 9.0.3... Microsoft Corporation 12-06-2012 596 KB 9.0.30729
icrosoft Visual C++ 2008 Redistributable - 86 9.03... Microsoft Corporation 26-08-2012 600KB 9.030729.6161
ft Viepal Cor SOl i 100 DMick ft 10040

ree S
#8 Microsoft Visual C++ 2012 Redistributable

n&' Microsoft Visual Studio 2010 Tools for Office Runtim...

[ETMSXML 4.0 SP2 (KB973688)

If not installed, then please install from the link given below:

licrosoft Visual C++ 2010 x86 Redistributable -

Microsoft Corporation

(486) - 11.0... Microsoft Corporation
Microsoft Corporation
JOConnell
Microsoft Corporation

Microsoft Corporation

11-10-2015
08-03-2015
11-07-2015
26-08-2012
26-08-2012

10.0.40219

11.061030.0
10.0.50903
17553
4.20.9870.0
4.20.9876.0

173 MB

250KB
127 MB
133 MB

https://www.microsoft.com/en-in/download/details.aspx?id=5555

JAVA CONFIGURATION:

Open Control Panel — Check whether JAVA is installed or not.

n

To view some of the components, you need to install the latest Java plug-in from the link:

http://java.com/en/download/

Please ensure that your computer does not have multiple versions of Java. If Java already installed
then Go to Control panel -> Java -> Security -> Edit Site List ->

Add Following SRM Links in JAVA Security Site List

1. https://sapportal.nspclsrijan.co.in:50200/irj/portal
2. https://cibip.nspclsrijan.co.in:8200
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Administrative Tools

@ AutoPlay

‘Qﬂ Credential Manager Date and Time @
) Ease of Access Center T File Explorer Options e
&2 Indexing Options [F frared @
Keyboard )

)|

.

Phone and Modem Power Options

&

Region RemoteApp and Deskiop
Connections

Speech Recognition Storage Spaces

O~
® X

B o« %

Troubleshoating User Accounts

Backup and Restore
(Windows 7)

Default Programs

File History

Intel(R) Rapid Storage
Technology

B N & &

Mail Mouse

)

=

Programs and Features
SAP GUI Configuration

Sync Center Q System

Windows Defender
Firewall

Device Manager

Flash Player (32-bit)

8~ Windows To Go

Go to Advanced -> Select Show console radio button.

Adjust your computer's settings

2] Java Control Panel

BitLocker Drive Encryption

Intel® Graphics Settings

Realtek HD Audio Manager

W% Security and Maintenance

ﬂ Color Management

=

Devices and Printers
Fonts

= Internet Options

Network and Sharing
Center

Recovery

Sound

< Y B

Taskbar and Navi

[£)] Java Control Panel - X
General Update Javll Securty Jacvanced

Enable Java content for bronser and Web Start applications

Security level for applications not on the Exception Site ist

Q very Hgh
Only Java appications identfied by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

@ Hoh
Java applications identified by a certiicate from a tusted authority are slowed to run, evenif
the revocation status of the certiicate cannot be verified.

Exception Site List
Applications launched from the sites listed below wil be allowed to run after the appropriate security
prompts.

-
clsrjan.

' ‘Work Folders

in:50200/irj/portal Edit Site List...

Restore Security Prompts Manage Certficates...

Cancel

Apply

[ General [ Update | sava | Seauity | Advanced [

Debugging
[] Enable tracing
E [ Enable logging
[7] Show applet lifecydle exceptions

Do not start console
Default Java for

>
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After installation Close all open screens and Restart your PC/Laptop.

COMPATIBILITY VIEW SETTING:

Go to Tools —> Compatibility View Settings —> Add SRM Link
(https://sapportal.nspclsrijan.co.in:50200/irj/portal) —> Close

orites [Toolsl Hel

= LIST v =7 SRM_P =7 SRM_D = SRM_Q =¥ SOLMAN Z¥ CHARM 7 ESS £]MCCS £ CBECGST £ SAP w= NSPCLOS £]NSPCL_MAIL 27 SAP Blogs £ NSPCL GEN DATA @@ ASF £ Google =7 ESS

Compatibility View Settings X

[/_\/"q Change Compatibility View Settings
ey

(72z=)| £ NSPCL SRM Porta E-tendering)

L= e ot || NTPC-SAIL Power Company Limited
Websites you've added to C: ibility View:
nspdsrijan. co.in Remove
Password *

Log On
Logon Rroblems ? Get Suoport
Display intranet sites in Compatibility View
[[Juse Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement W
Copyright ©® SAP AG. All Rights Resenved.

Close —_— J

POP UP SETTING: Go to Tools -> Pop-up Blocker -> Turn off Pop-up Blocker

= File Edit View Favorites Help

Delete browsing history... Ctrl+Shift+Del MAN UAL

InPrivate Browsing Ctrl+Shift+P

Turn on Tracking Protection
ActiveX Filtering

Fix connec ion problems.. I Page 3
SAP Nei!

Reopen last browsing session o N

Add site to Start menu v

View downloads Ctri+) }

Pop-up Blocker > Turn off Pop-up Blocker
Pop-up Blocker settings

SmartScreen Filter >
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ACTIVE-X CONTROLS SETTINGS:

Go to ¢> Tools ¢> Internet options ¢> Security ¢> Trusted sites ¢> Custom level
¢> Select Enable/Prompt radio button for following options :

>

Internet Options

——

DvcleNewnb !

Fovorite: RSl Help | General | Security |privacy | Content | c I I ]
Delete browsing history... Ctrl+ Shift+Del E
InP te Browsi Ctrl+Shift+P
o e ) 5 Select a zone to view or change security settings.
Turn on Tracking Protection SEC D ZONG SO VIGW Of SNANgS oSty SEITneE.
ActiveX Filtering o & J Q
Fix connection proble
)4 Internet Local intranet Trusted sites Restricted

Reopen last browsing peenbei
Add site to Start menu 5
View downloads Ctrle) ‘J This zone contains websites that you Sites
Prpip Blockes & trust aot to damage your computer or
SmartScreen Filter » your files.
M. dd-

ikt Security level for this zone
Compatibility View settings
Subscribe to this feed. Custom
Feed discove > Custom settings.

T ~To change the settings, click Custom level.
Windows Update - To use the recommended settings, dick Default level.
Performance dashboard Ctrl+Shift-U
F. veloper Toolk

St [] Enable Protected Mod nternet Explorer)
Send to Bluetooth Device... Def: it I
OneNote Linked Notes
Sentiio Onahass [ Resetall zones to defaultlevel |
Blog This in Windows Live Writer
Report website problems

P imemereprens T
Reopen closed tabs ~ s [ OK. ) [[cancet ] [ aceiv
Internet Options ?

Internet Options

Security Settings - Trusted Sites ZONe .

"

Security Settings - Trusted Sites Zone

=

Internet Options

Security Settings - Trusted Sites Z0N€ .

il

© Prompt
iy NET Framework-reliant components
iy Permissions for components with manifests
Sty
U ——T—) 0
“Takes effect after you restart your computer
Reset custom settings
Reset to;

Settings
@ .NET Framework-relant components
Permissions for components with manifests
©) Disable
® 1igh Safety
iy Run components not signed with Authenticode
© Disable

® Enable
) Prompt

in Run components signed with Authenticode
© Daable

@ Enable
© Prompt
@] Activex controls and phug-ins
@) Allow ActiveX Filtering
©) Disable
% Fosbie
<0
“Takes effect after you restart your computer

o J B

Reset custom settings

Reset to: {w (defoult) -
S

Settings
[9] Activex controls and phig-ns T
@] Allow ActiveX Filtering
© Disable
@ Ensble [
¥ Allow previously unused ActiveX controls to run without prom
© Duable

@ Enable
o) Alow Scriptets
©) Disable
@ Enable
t
@ Automatic prompting for ActiveX controls
) Disable
@ Enable
| Binary and script behaviors
Ardmsciesator_aorcosmd
i i fii ~
*Takes effect after you restart your computer
Reset custom settngs
Reset to: [ Medum (defoult)

Internet Options v = ! i Internet Options v = ! l Internet Options ]
! Security Settings - Trusted Sites Zone . Security Settings - Trustad Sites 20ne m——— Security Settings - Trusted Sites ZONE e
3 B Settings M Settings
@ Binary and script behaviors - @ Initiakize and script ActiveX controls not marked as safe for & ~ [§] Saiot Activex controls marked safe for scrpting®™
) Administrator approved © Disable ‘Oisable.
© Dumeble © Enable
@ Ensble ® Prompt
@] Display video and animation on a webpage that does not usel_| @ Only allow approved domains to use ActiveX without prompt
@ Disable © Disable
) Enable ® Ensble @
¥ Download sioned ActiveX controls @] Run ActiveX controls and plugins
*) Duable ) Adminstrator approved
® Enable © ODisable
© Promot -
v unsigned ActiveX controls t
1 @) Run sntimaware software on ActiveX controls
® = ‘
41 Tritmhe. and nerint ArshimY.controle. nnt macked s eafa fne o PRy P Ay p— = =
< t ] v [ i J v ) 5
“Takes effect after you restart your computer “Takes effect after you restart your computer “Takes effect after you restart your computer
Reset custom settngs Reset ustom settings — Reset custom settings
Resett0:  (srachum (dafod) 2 (nesstass) Reset to:  (edum (default) v [ Reset.. | Reset 101 [Madum (dafauit) v [ Reser. |
o) [ concn  —— - [ —s— =
L ——— — — =)
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Protected Mode needs to be unchecked as shown in below screenshot:-

T —

.€0.iN:50000/in portal O -~ & || == sAP MetWeawer Portal ]

=~ SRM - PROD =% Solman == Charm
Internet Opticns [

General | Security | Privacy | Content | Connections | Pregrams | Advanced |

Select & zone to view or change security settings.

e A v S

Internet Local intranet Trusted sites  Restricted
sites
e
&7 This zone contains websites that you

. trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone

Custom
Custom settings.
- To change the settings, dick Custom lewvel.
- To use the recommended settings, dick Default level.

EEnable Protected Mode {requires restarting Internet Explorer)

[ customievel... | [ Defaultlevel |
[ Resetall zones to default level ]
[ oK ] [ cancel | Apply

Connect to = Projector

¥ Windows Live Mail FEUOIITR ST

Microsoft Excel 2010 RO cuancoes

Pictures
Microsoft Word 2010

Music
Remote Desktop Connection

computer
TeamViewer 9

Control Panel
Internet E5
|

Open —< and Printers

SAP Logo| &= I Run as administrator I

It Programs
Pin to Taskbar

VLC medil ~
Pin to Start Menu bnd Support

Opera Remowve from this list

Ashes Criq Erxopentie=s

TeamViewer 11
AngryBirds

e .,‘ Notepad

-/ Paint

All Programs

ITIS AN IMPORTANT ACTIVITY REQUIRED TO BE MADE BEFORE SUBMISSION OF OFFER

ERROR MESSAGES WHILE USING DIGITAL SIGNATURE
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1. "Could not verify the Digital Signature"
Solution: If you are getting this error, the root of the certificate used for digitally signing is not
uploaded in SRM. In this case, check whether the driver of DSC is properly installed in the system.

2. "Object not found" or "Done with errors" or No Active X POPUP for installation when you
are trying installing the ActiveX (sapsign.cab) for the first time.

Solution: This means “ Mrosoft runtime Re-distributable packages” is not installed on your PC. For
installation please paste following link in IE and install it:-
https://www.microsoft.com/en-in/download/details.aspx?id=5555

3. Dump error during signing if the signing process exceeds 1 minute.

Solution: Unfortunately SAP SRM digital signature has to be signing within 1 minute. So it would be
helpful if your token password is ready before you start Submit (Don't run for password or don't use
the print option in DSC control during signing) .If it results in dump, a lock will be applied. In this case
contact Purchase Executive of NSPCL for further needful.
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